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Contextual client
device redirection
Via Intune

Create client device
redirection policies for the
Windows App and the Remote
Desktop client in Intune that

Check for group membership
and device status

Results in differing settings for
users/devices to the same
host pool.

Supports Windows, iOS and
Android with the Windows
App and Remote Desktop
client to AVD & W365
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Hibernate and resume

with AVD autoscaling

for personal host pools

AVD Autoscaling supports
hibernating personal host
pool VMs

This writes memory to disk
and the VM is deallocated.
On Resume the memory is re-
hydrated

Can be set on either the
disconnect or log off events

Not charged for the compute
cost of a deallocated Virtual
Machine

Home > Azure Virtual Desktop | Scaling pl

Create a scaling plan

Basics  Schedules  Host pool assignr

Schedules enable you to define ramp-up hot
autoscaling triggers. Scaling plan must incluc

-+ Add schedule

Add a schedule

v General v Ramp-up € Peak hours

s ] |

Repeats on Mon, Tue, Wed, Thu, Fri
Time zone (UTC+08:00) Beijing, Chongqing, Hong Kong, Urumqi
Start time (12 hour system) * © 09:00 AM
Start VM on Connect @ (®) Yes
O No
Disconnect settings
When disconnected for (min) * @© [ 30 Vv ]
Perform © [ Hibernate v J
Log off settings
When logged off for (min) * © | 10 ]
Perform © | Hibernate v I
[ Previous l Next
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Autoscale and Start VM

on Connectfor AVD on
Azure Stack HCI

AVD on Azure Stack HCI, an
on prem converged set of

(<) =

Azure Virtusd Desicton Azure Ase
. . wrvico A
infrastructure for Hybrid 4
I d bl . | d Microsolt Entra D
cloua capabl Iities alrea Yy GA Setup and health status ‘
in Feb 2024
........................................................................................................................ b TS AR
c Brokering, session ¢» AzureArc Sarver
AVD AUtoscallng and Start VM management, metering etc. Wi resource bridge u -

v v

Session host VM Q [ 2 J @ |

Azure Virtuad Deskrop Agent Azure Arc Agont

Company network/VPN

..........................................................................................................................................

on connect now work on
Azure Stack HCI

7
Q
i

Supports both Personal and Session access'with ROP eresth (UDF)

Pooled host pools

Allows you to save the Azure
Virtual Desktop Stack costs of
running VMs
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App attach new
features

Apps assigned to:

Any host pool or session host
The same app to multiple host
pools

Assigned directly to users

Does not require an AVD
Application Group

Supports EntralD not just AD
Easier management more

efficient less host pools and

images to manage

Dashboard > Azure Virtual Desktop | App attach > Terminal Preview

@ Terminal Preview | Users

App attach package

-,O Search \ «
Bl Overview

E Activity log

9}1 Access control (IAM)

@ Tags

XA Diagnose and solve problems
Settings

£ Locks

© Configuration

&2 Properties

Manage
© Host pools

& Users

+ Add () Refresh [i] Remove

‘ £ Filter by Name

Display name Email address
User2 User2@AVD.Tools
User1 User1@AVD.Tools

GA May 2024



Conditional Access

POlicy “every time” Home > Contoso > Security > Conditional Access > Session %

New
e nfo rce m e nt Conditional Access policy Control access based on session controls ta

enable limited experiences within specific
cloud applications. Learn more

Conditional Access policy Coqtrol access b_ased on Conditional Access Control access based on sngna!s from conditions
policy to bring signals together, to make like risk_ device platform, location, client apps, or
minimum application decisions, and enforce organizational policies, device state, Learn more Use app enforced restrictions (D)
Learn more
threshold was 15 minutes. 4
Name * User risk level © 0 This control only works with supported
apps. Currently, Office 365, Exchange
| Example: 'Device compliance app policy’ l Not configured Online. and SharePoint Onlfine are the
. A only cloud apps that support app
This can now be set to every Sign-in risk level © enforced restrictions, Leamn more. (f
time Assignments -
. Not configured
Users or workload identities (@O [ | Use Conditional Access App Control

.. Specific users included Device platforms © Sian-in f ®
So whenever a subscription, a B sign-in frequency

Not configured ~
() Periodic reauthentication

feed refresh, new session, Cloud apps or actions ©
1 app included

Locations (O o :
(@) Every ime (U

reconnection, network

Not configured

disruption the user is reqUired Conditions © [[] Persistent browser session ©
.. . . . Clientapps @
to prove their identity again. SOBINRTRNE Pl (] Customize continuous access S
Not configured evaluation
Access controls Filter for devices @ [[] Disable resilience defaults &

Grant () Not configured D Require token protection for sign-in (O]
sessions (Preview)

0 controls selected
Use Global Secure Access security 0
profile

Session (O

0 controls selected

@ This option only works with “Global
Secure Access” as the targeted
FESOUICE.
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Clipboard copy

direction and data types

You can now specify
unidirectional clipboard
redirection providing
enhanced security

You can prevent copying into
your session or to the local
device depending upon your
security stance.

Specify the data type that can
be copied:

Allow plain text only.

Allow plain text and images
only.

Allow plain text, images, and
Rich Text Format only.

Allow plain text, images, Rich
Text Format, and HTML only.

Connection information Session behaviour Device redirection  Display settings  Advanced

Audio and video

Microphone redirection (@
Redirect video encoding (O
Encoded video quality (D

Audio output location @

Local devices and resources

Camera redirection (1)

MTP and PTP device redirection @
Drive/storage redirection (D
Clipboard redirection O

COM ports redirection (D
Keyboard redirection (O

Location service redirection (O
Printer redirection ()

Smart card redirection
WebAuthn redirection (@

USB device redirection (@

‘ Enable audio capture from the local device and redirection to an au...

2
‘ Enable encoding of redirected video ~ |
‘ High compression video. Quality may suffer when there is a lot of m... |
‘ Play sounds on the local computer (default) ~ |
‘ Not configured ~ |
‘ Redirect portable media players based on the Media Transfer Protoc... |
‘ Redirect all disk drives, including ones that are connected later (defa... |
‘ Clipboard on local computer is available in remote session (default) ~ |
‘ COM ports on the local computer are available in the remote sessio... |
‘ (Desktop only) Windows key combinations are applied on the remot... |
‘ Enable location sharing from the local device and redirection to app... |
‘ The printers on the local computer are available in the remote sessio... v |
‘ The smart card device on the local computer is available in the remo... |
‘ WebAuthn requests in the remote session are redirected to the local... |
‘ Redirect all USB devices that are not already redirected by another h... |
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365




HP Anyware

In addition to Citrix and
VMware (Omnissia)
integration now support
integration with the HP
Anyware

Management from the HP
Anyware platform and access
HP Anyware user interface

Access the Azure VMs over
Teradici PC-over-IP

Uses HP Anyware gateways
managed by HP

VMs in Azure and can be
managed by Intune as all
other devices.

Microsoft Intune admin center

! Home

£4) Dashboard

= All services

L pevices

£ Apps

¢ Endpoint security
53 Reports

& Users

48 Groups

&2 Tenant administration

7% Troubleshooting + support

Home Tenant admin | Connectors and tokens Connectors and tokens

e | Connectors and tokens | Windows 365 partner connectors

|
M Search

-+ Add () Refresh
Windows
B Microsoft Store for Business Connection status

&= Windows enterprise certificate @ 1 sctive connectors

B Microsoft Endpoint Configuration

Manager Windows 365 connector 1) Status 7]
Windows 365 partner connectors
o : P HP Anyware (preview) (V] Healthy
@, Windows data
. Add connector
Windows 365 partner connectors
& Apple vop
Android and C

@B Managed {

B ChromeErf

Connection status Last synchronized @ O AnyWClre
Firmw.
| rimware d © Hestthy 03/26/2024 08:30 AM

Cross platform|  pinned devices

¥ Microsoft

Mobile Thil

a @

Partner dey

A

Partner colf

&

TeamViewd

9

ServiceNoy

b= Certificate

% Derived Cr L TS,
HP Anyware for Windows 365
P
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Forensic Evidence for
Windows 365

Part of Microsoft Purview,
forensic evidence provides
better insights into security-
related activities.

Policy driven to define what
events require forensic
evidence.

Data classification

User notification for forensic
capturing

Customizable event triggers
Capture screen activity across
devices

Microsoft Purview

ympliance Manager
3

<& Data classfication

§~“ Data connectaors

A Aers
M N

LJ Evaluation isb

Solutions
:Tf atnlog
tH ADp governance
‘?. Auda
Cordent search
(& Communication comphiance
; Data losz prevention

D. Dats subpect recquesty

a
£ ¢Dicovery

Insider risk management

Overview Alerts Cases

Open forensic evidence settings

Fiter SZ Reset & filters

‘olicies Users Reports Forensic evidence

Dates Feb 14, 2024 12243 AM - Feb 28, 2024 .. User name: Any

fxport selected chps

Dete/time (UTC)

Fele 13, 2024 722 PM 11 1oy, 3 s00y)

Fols 13, 2024 729 PM () 1oy, 3 secs

Fob: 13, 2024 720 P (1 e, 3 soca

Falby 13, 2004 715 PM (1 o, § secx)

Faby 13, 2024 718 PM (1 o, § pecy,

Fab 11, 2024 71T PM (T e, 3 necs)

Feb 13, 2024 716 PM (1 mon, 3 secs)

Feb 13, 2024 715 PM (1 men 3 sexs,

Fels 13, 2024 T4 PM () mus, 3 socs)

Feds 13, 2024 713 PM (1 rrees, 3 sec,

Fuds 10, 2024 712 PN (1 rrers, 3 secy,

Feb 13, 2024 71190 (1 men, ) sece

4 S

Actiety. Any

108 150 selectnd  Feb 13, 2024 7:17 PM (1 min, 3 sexs)

-
Device

Desplayt

rlee Lapt, . " » ’ - SErE wasrRe T =33 a

°

apt
apt

.
gt

.

.
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Notice templates Adaptwve protection (preview)

Device name: Any URL: Amy App: Any

reo® ©

o209
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Forensic Evidence for
Windows 365

Request Process

Insider risk management

31 Microsoft Purview

I Microsoft Purview

i1 Micosoft Purview

|
8
|
-

@ Request submitted

Bl v iompeter

wll

receive an email |

" tatus from the ‘Manage e

GA May 2024
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Forensic Evidence for
Windows 365

Review Process

Insider risk management

Overview Alerts Cases Policies Users

Forensic evidence  Notice templates  Adaptive Protection

Ocherngdmutmn'bolh pacity p

P search

2 ¢ @& B8 0

y units before the limit is reached and capturing i interrupted. Learn more

Review forensic evidence request

Review and then spprove O reject the reguest 10 sllow forenic endence cagtuning
00 this user's dewies

1 users/groups selected

unara@contoso com

Usar or group
Ui

Request submitied on

VIR0

Contmous forentic evidence

Forersic evidence palicy scope
Cagture oll actrevtien
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